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• Tenant-wide configuration
• Illicit Consent Grants
• Configure how end-users consent to applications
• Conditional Access/MCAS
• …

• Service Principal/Application configuration

• Exchange Online:
• EWS/REST protocol
• Client Access Rule

• Access token and recipient permissions:
• How to request an access token
• I now have an access token. Now I’m good to go?

• Real-life examples

Agenda
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What is illicit consent?
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“In an illicit consent grant attack, the attacker creates an Azure-registered 
application that requests access to data such as contact information, email,
or documents. The attacker then tricks an end user into granting that 
application consent to access their data either through a phishing attack, or 
by injecting illicit code into a trusted website. After the illicit application has 
been granted consent, it has account-level access to data without the need 
for an organizational account. Normal remediation steps, like resetting 
passwords for breached accounts or requiring Multi-Factor Authentication 
(MFA) on accounts, are not effective against this type of attack, since these 
are third-party applications and are external to the organization.”

Credit: Microsoft
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Protecting end-users from illicit consent:

• Disable the ability of granting consent

• Disable the ability for group owners

Tenant settings
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Configuration how application can be registered:

• Disable ability of registering applications

Tenant settings
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Configuration how user can grant consent:

• Allow only defined permissions from verified publisher

Tenant settings
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Configuration how group owner can grant consent:

• Allow only a group to grant consent for group they are owner

Tenant settings
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• By default only a subset of applications are shown in the picker.

• Best way of adding a specific application: use AppID.

Note: Conditional access policies can (as of today) ONLY be used for Delegated permissions!

Conditional access
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MCAS is very powerful security broker, but needs to be licensed.

• Enable built-in alerts for Malicious/Misleading OAuth apps
Note: Recommendation is to enable at least these alerts! Feel free to create additional ones in order to fulfil your needs.

Microsoft Cloud App Security
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Configure “Publisher domain” of the application as YOU control your domains:

• End-user can verify the domain

• MCAS policies can be created based on domain

Application settings
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Application

“An Azure AD application is defined by its one 
and only application object, which resides in 
the Azure AD tenant where the application was 
registered, known as the application's "home" 
tenant. The Microsoft Graph Application entity 
defines the schema for an application object's 
properties.”

• Configuration:
• Branding
• Authentication
• API permissions
• Etc.

Service Principal

“To access resources that are secured by an Azure 
AD tenant, the entity that requires access must be 
represented by a security principal. This is true for 
both users (user principal) and applications (service 
principal).

The security principal defines the access policy and 
permissions for the user/application in the Azure AD 
tenant. This enables core features such as 
authentication of the user/application during sign-in, 
and authorization during resource access.”

• Configuration:
• Properties (Enabled, assignment etc.)
• Owners
• Users and groups
• Etc.

Service Principal vs. Application
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Delegated vs. Application permissions
Credit: Microsoft
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Application (app-only or “without a user”)
Application permissions, sometimes called app-only or “without 
a user”, run without a user context.  Common examples of this 
would be a background service or a daemon application.  Only 
the permissions granted to the application will be evaluated 
when Microsoft Graph request is made.

Typically an Azure AD domain administrator needs to grant 
consent for the application permissions requested.  However, 
there is a new Azure AD role called Application Administrator 
that is able to consent to delegated permissions for Azure AD 
apps, and applications permissions excluding Microsoft Graph 
and Azure AD Graph.  For the purposes of this blog series that 
may not be suitable given the Microsoft Graph exclusion but it 
is worth noting for other scenarios.  Read more about available 
roles for Administrator role permissions in Azure Active 
Directory.

If you are decoding an access token, application permissions 
will show up as “roles” within the decoded claims.  Checking 
that the access token has the appropriate / expected “roles” is 
a good first step to ensure that permissions are assigned and 
consented.

Delegated (on behalf of)
Delegated permissions, sometimes called “on behalf of” 
permissions, require a user context to also be supplied when 
making the request.  In effect an application is making 
Microsoft Graph requests on behalf of the user.  As such, the 
required permissions will be a combination of 1) what the user 
has permissions to do and 2) what the application has 
permissions to do.

The logical intersection of these two results in the effective 
permissions used when making requests.  If the application 
has been granted permissions (ex. read all user info from 
Azure AD) that the user has not been granted, then the 
application will not be able to complete that specific request.

If you are decoding an access token, delegated permissions 
will show up as “scopes” within the decoded claims.  Checking 
that the access token has the appropriate / expected “scopes” 
is a good first step to ensure that permissions are assigned 
and consented.

Delegated vs. Application permissions
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REST

• Relatively young protocol

• OData 4.0 and JSON for data abstraction

• Optimized for accessing mail, calendar and 
contacts

• Supports ONLY OAuth for authentication 
and authorization

• Limited functionality (in terms of access and 
configuration of mailbox)

Exchange Web Services (EWS)

• Long existing protocol

• Managed API (DLL) for installation

• SOAP requests

• Full functionality (in terms of access and 
configuration of mailbox)

Exchange protocols
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There are different endpoints, which can be used for accessing Exchange objects:

Note: In OAuth terms these are also know as Audience/Resource.

• Microsoft Graph (https://graph.microsoft.com)

• Exchange Online (https://outlook.office365.com)

These endpoints have different capabilities.

• Microsoft Graph doesn’t have Application permissions for:
• EWS
• IMAP
• EAS
• Etc.

There are also more feature differences outlined here:

https://docs.microsoft.com/outlook/rest/compare-graph#feature-differences

Note: This needs to be taken into consideration, while creating an application architecture!

Endpoints for Exchange Online

https://docs.microsoft.com/outlook/rest/compare-graph#feature-differences
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Endpoints for Exchange Online
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• ADFS Help JWT Decoder

• https://jwt.ms/

• https://jwt.io/

Full documentation about claims:

Microsoft identity platform access tokens

Decoding Access Token

https://adfshelp.microsoft.com/JwtDecoder/GetToken
https://jwt.ms/
https://jwt.io/
https://docs.microsoft.com/azure/active-directory/develop/access-tokens
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Example JWT.ms
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Example JWT.ms
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“I acquired an access token. 
Now I can access mailboxes 
or send-as other users?”
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Delegated permissions:

• Permissions in EXO still needs to be granted (access token is not sufficient):
• FullAccess
• Send-As
• Folder-level permission
• Etc.

Application permissions:

• OAuth Application permissions ≠ ApplicationImpersonation permission (EWS)

• specific headers are still needed to be added:
• X-AnchorMailbox (should meanwhile added in any cases)
• ExchangeImpersonation SOAP

Working with Exchange Online objects
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Restrict applications:

• Conditional Access rules (AAD)

• Microsoft Cloud App Security (MCAS)
Note: Only in combination with CA!

• ApplicationAccessPolicy (EXO)
Note: ApplicationAccessPolicy also work with Application permissions!

Working with Exchange Online objects
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Example:
“We have an HR app, which 
should be used only for a 
subset of users.”
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Possible solutions:

• Configure Service principal in Azure AD:
• require assignment
• assign SPN to users/groups

• Create ApplicationPolicy in Exchange Online:
• Restrict access of application to specific recipients

Note: Works ONLY for specific permissions (Mail.*, MailboxSettings.*, Calendars.*, Contacts.*)!

Example
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• Tenant-wide configuration
• Illicit Consent Grants
• Configure how end-users consent to applications
• Conditional Access/MCAS

• Service Principal/Application configuration

• Exchange Online:
• EWS/REST protocol
• Client Access Rule

• Access token and recipient permissions:
• How to request an access token
• I now have an access token. Now I’m good to go?

Wrap up
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• Postman:
• Made for API Development
• Query collection available on GitHub (Azure AD documentation can be found here!)

• Microsoft Graph PowerShell Module
• Easy to install from repository PowerShell Gallery

• MSAL.PS PowerShell module

• ADAL.PS PowerShell module

• Get-AccessToken

Tooling

https://docs.microsoft.com/graph/use-postman
https://www.powershellgallery.com/packages/Microsoft.Graph
https://www.powershellgallery.com/packages/MSAL.PS
https://www.powershellgallery.com/packages/ADAL.PS
https://github.com/IngoGege/Get-AccessToken
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Managing consent to applications and evaluating consent requests

Configure how end-users consent to applications

Detect and Remediate Illicit Consent Grants

Client Access Rules in Exchange Online

Exchange Online protocols:
• Exchange Web Services
• REST
• Scoping applications in Exchange Online
• Supported permissions for scoping

Microsoft Graph Explorer

Microsoft Graph PowerShell module

OAuth basics:
 Authentication vs. authorization
 Application types for Microsoft identity platform
 Authentication flows and application scenarios
MCAS:
 Managing risky 3rd party app permissions with Microsoft’s CASB
 Manage OAuth apps

Compare Graph and Outlook

Appendix

https://docs.microsoft.com/azure/active-directory/manage-apps/manage-consent-requests
https://docs.microsoft.com/azure/active-directory/manage-apps/configure-user-consent
https://docs.microsoft.com/microsoft-365/security/office-365-security/detect-and-remediate-illicit-consent-grants?view=o365-worldwide
https://docs.microsoft.com/exchange/clients-and-mobile-in-exchange-online/client-access-rules/client-access-rules
https://docs.microsoft.com/exchange/client-developer/exchange-web-services/start-using-web-services-in-exchange
https://docs.microsoft.com/previous-versions/office/office-365-api/api/version-2.0/mail-rest-operations
https://techcommunity.microsoft.com/t5/Exchange-Team-Blog/Scoping-Microsoft-Graph-application-permissions-to-specific/ba-p/671881
https://docs.microsoft.com/en-us/graph/auth-limit-mailbox-access#supported-permissions-and-additional-resources
https://developer.microsoft.com/graph/graph-explorer/
https://www.powershellgallery.com/packages/Microsoft.Graph
https://docs.microsoft.com/azure/active-directory/develop/authentication-vs-authorization
https://docs.microsoft.com/azure/active-directory/develop/v2-app-types
https://docs.microsoft.com/azure/active-directory/develop/authentication-flows-app-scenarios
https://techcommunity.microsoft.com/t5/enterprise-mobility-security/managing-risky-3rd-party-app-permissions-with-microsoft-s-casb/ba-p/276401
https://docs.microsoft.com/cloud-app-security/manage-app-permissions
https://docs.microsoft.com/outlook/rest/compare-graph#feature-differences
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